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IPv6-mostly na
OpenWRT

Jak doma zprovoznit NAT64 /
PREF64 / DNS64 / DHCP108

Ondrej Caletka | Installfest 2024 | 16. brezna 2024



Co a proé¢? &

* Mate doma (nativni) IPv4 a IPv6
* VVsechno je dual-stack

* Radi byste se postupne zbavili IPv4
 Chcete vedet, co stale bez IPv4 nefunguje, abyste to mohli opravit

- spoiler alert: moc nefunkcnich veci neuvidite
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Faze prechodu na IPv6 %

IPv4 IPV6 IPv4
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Pozadavky %)

* Dual-stack upstream s delegovanym IPv6 prefixem
 Router na kterem bezi OpenWRT, idealne v23.05.2
 Hardwarove tipy:
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Routery Turris pouZivaji TurrisOS Routery GL-iNet jsou dodavany s ,
zaloZzeny na o né&co starsim OpenWRT firmwarem zalozenym na OpenWRT, ktery

se da snadno prepsat upstream OpenWRT
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Co si dnes predvedeme

* Vytvorime extra sit' s IPv6-only

o /Zprovoznime NAT64 pomoci prekladace Jool

 Nastavime nativni podporu PREF64 v OpenWRT

 Nastavime DHCP server, aby nabizel “IPv6-only preferred”

* Nastavime DNS64 pomoci Public DNS/Unbound/Knot Resolver

* Automatizujeme pomoci Ansible
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Sit’ IPv6-only



Sit’ IPv6-only

* VVychozi sit lan ponechame jako dual-stack

* Vytvorfime novou sit' lan6 bez konfigurace IPv4

* Alokujeme podsit velikosti /60 pro dane rozhrani

- prvni /64 se pouzije pro primo pripojena zarizeni

- zbytek bude k dispozici kaskadné zapojenym routerum pomoci DHCP-PD

config device config interface 'lan6'
option type 'bridge' option proto 'static'
option name 'br-lan6' option device 'br-lan6'
option bridge_empty '1' option ip6assign '60'
list ports 'lan2' option ip6hint '60'
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config dhcp 'lané'

otion interface 'lan6'
otion ignore '1'

otion ra 'server'

0
0
0
option dhcpv6 'server'

config zone
option name ‘lan'

list network 'lané'’

N



Co mame ted’

e Sit dual-stack: nic zvlastniho
e Sit IPv6-only: zcela bez podpory IPv4

- Idealni budouci Internet

- spousta veci uz bézne funguje

- ale také spousta véci vubec nefunguje

IPv6-only IPv6-mostly
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PSK: tutorial PSK: tutorial
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NAT64

Predstirani, ze je vse
dostupné pomoci IPv6o




NAT64

* PrekladacC paketu mezi IPv4 a IPv6
 Bezestavovy nebo stavovy

- bezestavovy se hodi hlavné pro poskytovani IPv6 sluzeb IPv4-only klientum

- stavovy se hodi k pfipojeni IPv6-only klientu k IPv4 sluzbam

 Pouziva Well-Known nebo Network-Specific Prefix

- Privatni IPv4 adresy nejsou povoleny s Well-Known Prefix

Ondrej Caletka | Installfest 2024 | 16. brezna 2024

10



JOOI

* Implementace NAT64 v linuxovém jadre
 Dostupna v OpenWRT
* Neni integrovana do konfiguracniho systemu OpenWRT

 Krade pakety v PREROUTING, injektuje prelozené pakety do
POSTROUTING

- Problematicka kombinace s firewallem

- Preklad neni dostupny pro provoz samotneho prekladace
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Jool v sitovem namespace

* Namespaces propojeny pomoci paru veth rozhrani

 Odpadaji problemy s firewallem/lokalnim provozem

main namespace

jool namespace
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Pojdme to nastavit h

v ” - #!/bin/sh
Potrebne balley ip link add jool type veth peer openwrt

ip netns add jool
ip link set dev openwrt netns jool

e kmod-veth

° 1p-full ip netns exec jool sh <<EOF
e kmod-jool-netfilter sysctl -w net.ipv4.conf.all.forwarding=1
sysctl -w net.ipv6.conf.all.forwarding=1
e jool-tools—netfilter sysctl -w net.ipv6.conf.openwrt.accept_ra=2
sysctl -w net.ipv4.ip_local_port_range="32768 32999"

0 Llink set dev lo up

0 Llink set dev openwrt up

0 addr add dev openwrt 192.168.164.2/24

0 addr add dev openwrt fe80::64

0 route add default via 192.168.164.1

modprobe jool

jool instance add —--netfilter --pool6 64:ff9b::/96
jool global update lowest-ipv6-mtu 1500

jool pool4 add 192.168.164.2 33000-65535 —-tcp
jool pool4 add 192.168.164.2 33000-65535 —-udp
jool pool4 add 192.168.164.2 33000-65535 ——-1cmp

—_—e e de e

EOF
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Strana OpenWRT (hlavni NS)

* Pouzijeme |IPv4 podsit 192.168.164.1/24
* Pouzijeme jednu IPv6 /64 s podporou SLAAC
* NATO64 prefix posilame na LL adresu fe80::64

* Rozhrani joo'l pridame do zony lan firewallu

config interface 'jool'
option device 'jool'
option proto 'static'
option ip6assign '64'
option ip6hint '64'

n 1 1
PELCIU rel s SRl list ipaddr '192.168.164.1/24"
otion ra_default '2'

otion ignore '1'

config dhcp 'jool'
otion interface 'jool'

O O O O

config route6 'nat64'
option interface 'jool'
option target '64:ff9b::/96'
option gateway 'fe80::64'
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Testujeme NAT64 &

e ping/traceroute 64:ff9b: :<oblibena IPv4 adresa>

* Ujistete se, ze to funguje | z pripojeného zarizeni

- jinak muze byt problém ve smeérovani/firewallu
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PREF64

At vsSichni vedi, ze
mame NAT64



PREF64 &

* Volba Ohlaseni Smerovace (RA) obsahujici prefix pouzivany
NAT64 prekladacem

e Pocitace tedy mohou posilat IPv4 provoz tam do tohoto prefixu
- Obvykle pomoci CLAT - uzivatelského prekladace mezi IPv4 and IPv6

e PREF64 je nova funkce OpenWRT v23.05.0

- backportovano do TurrisOS 6

config dhcp 'lan6'
option interface 'lan6'

option ra_pref64 '64:ff9b::/96'
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Co mame ted’

e Sit dual-stack: nic zvlastniho

e Sit IPv6-only:
- funguje bez problému s OS Android (IPv4 pomoci CLAT)
- funguje bez problému s i0OS/macOS (IPv4 pomoci CLAT/nativniho pfekladu)
- funguje omezene s jinymi OS (bez CLAT, bez podpory PREF64 = |Pv4 nedostupnée)

IPv6-only IPv6-mostly

DR a0
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PSK: tutorial PSK: tutorial
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IPv6-only-preferred

Volba DHCP pro vypnuti IPv4



Volba DHCP: IPv6-only Preferred &

(RFC 8925)

—— — K
L

DHCP CLIENT DHCP SERVER

Parameters requested: GW, DNS, ..., 108

IPv4, netmask, GW, DNS, ... m ,

IPv4, netmask, GW, DNS, ...
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Pouziti DHCP k vypnuti IPv4 %)
— (RFC 8925)

DHCP CLIENT DHCP SERVER

Parameters requested: GW, DNS, ..., 108

IPv4, netmask, GW, DNS, ..., 108: 30 minut m ,

—
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Konfigurace volby DHCP c. 108

* Neni treba specialniho chovani DHCP serveru

<%

e Jen s musime sami zakodovat hodnotu
- 30 minut = 1800 sekund = Ox708 sekund

config dhcp 'lan'
option interface 'lan'
list dhcp_option '108,0:0:7:8'
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Co mame ted’

e Sit IPv6-only: beze zmeny
o Sit dual-staek IPv6-mostly:

- beze zmeny pro Windows, Linux

- stejna jako IPv6-only pro Android, i0OS a macOS

IPv6-only IPv6-mostly

DR a0
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PSK: tutorial PSK: tutorial
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DNS64

Falsovani DNS
s dobrymi umysly



DNS64 &

e Jednoduchy trik jak prinutit klienty k pouziti NAT64
* Neovlivnuje nativni IPv6

 Dotazy na IPv4-only zdroje dostanou falesnou IPv6 adresu
mirici do prostoru NAT64 prekladace

e Diky tomu si klient mysli, ze kazde domeéenove jmeno ma IPv6

* Funguje velmi dobre, az na drobnosti:

- |Pv4 literaly
- validace DNSSEC

- zastarala IPv4-only socket API
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Potrebujeme opravdu DNS64? &

e DNS64 bude nejspis v budoucnu nahrazeno PREF64 a prekladem
uvnitr klienta

 Androidu staCi NAT64/PREF64
 To same plati pro nejnovejsi macOS/iIOS
* DNS64 zpusobi preferenci NAT64 pred nativnim IPv4

- dobré pro site IPve-only

- ne az tak dobre pro site IPve-mostly, kde je k dispozici | nativni IPv4 pro starsi zarizeni
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Jednoducheé: Public DNS64

 Google Public DNS64
e Cloudflare Public DNS64
* Pouze pokud pouzivate Well-Known Prefix pro NAT64

config dhcp 'lan'
option interface 'lan'
list dns '2001:4860:4860::64'
list dns '2606:4700:4700::64'
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Jednoduche reseni na TurrisOS

 TurrisOS pouziva jako vychozi Knot DNS Resolver
e Knot DNS Resolver ma dobrou podporu pro DNS64

modules = { 'dns64', 'view' }

—-— Custom prefix example
-— dns64.config({ prefix = '64:ff9b:face:b00Oc::"' })

—-— Disable dns64 for IPv4 clients
view:addr('0.0.0.0/0', policy.all(policy.FLAGS('DNS64_DISABLE')))

-— Reenable it for a specific prefix:
view:addr (¢127.0.0.0/8’, policy.all(policy.FLAGS(nil, 'DNS64_DISABLE')))
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Nahrada dnsmasq za Unbound

* Musime vypnout funkci DNS forwarderu, ale zachovat funkci
DHCP serveru

* Vypnuti DNS vypne nabizeni DNS ve volbach DHCP

* Potencialni problem s prelozitelnosti lokalnich DHCP jmen
lokalnim DNS resolverem

config unbound ‘ub_main'
config dnsmasq

option port 'O option dns64 '1!'
option dns64_prefix '64:ff9b::/96"

config dhcp 'lan' option validator '1'

list dhcp_option '6,0.0.0.0' list iface_lan 'lan'
list 1iface_lan '"lané6'

Unbound Recursive DNS server with UCI
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https://github.com/openwrt/packages/blob/658c27ea97a246d313173e38e6962558aebed52b/net/unbound/files/README.md

Co mame ted’

e Sit IPv6-only:
- pracuje normalne na Android, I0S a macOS

- na ostatnich OS pracuje s drobnymi problemy

o Sit dual-staek IPvb6-mostly:
- funguje presné stejne jako IPv6-only pro Android, iOS a macOS
- cast provozu IPv4 prochazi pres DNS64 namisto nativniho IPv4 pro Windows, Linux

IPv6-only IPv6-mostly
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Pouziti Ansible

Automatizace nastaveni
OpenWRT



Problémy &

* Python neni ve vychozim stavu k dispozici na OpenWRT
* Chybejici podpora pro konfiguracni systém UCI

Oba problemy resi role gekmihesg.openwrt
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Moje kolekce roli &

e openwrt-lan6

* openwrt-jool

e openwrt-prefo4
 openwrt-dhcp108
* openwrt-unbound

Pouzivejte a sdilejte:
https://github.com/oskar456/ansible-openwrt-ipv6-mostly
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https://github.com/oskar456/ansible-openwrt-ipv6-mostly
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