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Nejleps$i pifechodovy mechanizmus ()

e |Pv4-only i IPv6-only zdroje
primo dostupne

Dual Stack

* |Pv6b preferovano pro zdroje
s dual-stackem

* Problemy s IPvb skryty
algoritmem Happy Eyeballs

IPV6 N
N
AR

IPv4

e Bohuzel neresi nedostatek IPv4
adres
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NAT64 umoznuje sité IPv6-only &

* |Pv6 je dostupne nativne

DNS64 IPv6 Internet
—

N a4
& ,
NAT64 Box

* Funguje skvele az na... IPv6-only
- IPV4 literaly

* |Pv4 je prelozeno do casti adresniho
prostoru IPv6

* Diky DNS64 se vse zda byt
dostupnée pouze pomoci IPv6

IPv4 Internet

- Zastaraly software pouzivajici IPv4-only sokety

- Dual-stackové servery s rozbitym IPv6
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&

Mobilni platformy jsou pripravene

* Apple vynucuje podporu siti s NAT64
pro vsechny aplikace pro 10S ‘

<

IPv4 Internet

* Algoritmus Happy Eyeballs 2.0 resi
IPv4 literaly a rozbite IPv6 na dual-
stackovych serverech

NAT64 Box

* Pro tethering se pouziva CLAT

IPvG-only

 Android pouziva pouze CLAT
(464 XLAT)

- |Pv4 je aplikacim dostupné dvema preklady
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Desktopy maji na IPv6-only problémy ()

 Happy Eyeballs 2.0 neexistuje mimo Apple

- | na Apple je dostupné pouze u vysokourovnovych APl (napr. Safari, ale ne Firefox)

- Chrome nedavno ziskalo funkci ,Use NAT64 translation for IPv4 literals”

e CLAT neni k dispozici na Windows, Linuxu, nebo ChromeQOS
* Dobre zname drobne problemy:

- Zastaralé aplikace s IPv4-only sokety

- Nefunkcni IPv4 literaly (s vyjimkou Chrome)

- Problemy s dual-stack servery, kde IPv6 nefunguje

- Tradicni Happy Eyeballs nepomaha protoze neni k dispozici IPv4 pro fallback

- Korporatni VPN cCasto nefunguiji (nejcastéji jen kvuli konfiguraci)
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Lze IPv6-only provozovat?

...aspon pro moderni zarizeni?



Volba DHCP: IPv6-only Preferred &

(RFC 8925)

—— — K
L

DHCP CLIENT DHCP SERVER

Parameters requested: GW, DNS, ..., 108

IPv4, netmask, GW, DNS, ... m ,

IPv4, netmask, GW, DNS, ...
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Pouziti DHCP k vypnuti IPv4 %)
— (RFC 8925)

DHCP CLIENT DHCP SERVER

Parameters requested: GW, DNS, ..., 108

IPv4, netmask, GW, DNS, ..., 108: 30 minut m ,

—
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Je volba DHCP 108 podporovana?

Ano! Volbu 108 podporuji 26 % —
soucasne verze:
74 %

D D @ Requesting Option 108

Android 10 macQOS @ Not requesting
Unique MAC addresses

measured during RIPE 85

Zarizeni Jsou pripravena, site zatim ne.
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Zvlastni pripad macOS?

 Umoznuje beh libovolnych
aplikaci, vcetne tech pouzivajicich
zastarala IPv4-only API

e Ukazalo se, ze macOS ma take
CLAT!

- Na macOS 12 je aktivovan volbou 108 v
DHCP zaroven s volbou RA PREF64

- 0Od macOsS 13, je aktivovan bez zvlastnich
pozadavku

- Zaroven byla odstranéna podpora siti
cisté IPv6-only (bez NAT64)

Ondrej Caletka | CSNOG 2023 | 16. kvétna 2023

~ 1fconfig en@

en@: flags=8963<UP,BROADCAST, SMART,RUNNING,PROMISC,SIMPLEX ,MULTICAST> mtu 1500
options=6463<RXCSUM, TXCSUM, TS04,TS06, CHANNEL _I0,PARTIAL_CSUM,ZEROINVERT_CSUM>
ether f0:18:98:31:36:¢6
Lnetdo fe8@::1477:9fe8:a21d:56a6%en@ prefixlen 64 secured scopeid 0x6

:80:¢c48:6e99:5ebc:e453 prefixlen 64 autoconf secured

:80:392d:6ea9:e5fd:ddd1l prefixlen 64 autoconf temporary

inet6 fdba:91fa:4142:80:813:d49b:cca9:9b87 prefixlen 64 autoconf secured

1net6 Z2a0Z:
1net6 2a02Z:

inet 192.0.0.1 netmask @Oxffffffff broadcast 192.0.0.1
inet6 fdba:91fa:4142:80:fa:bf88:9a02:cbbl prefixlen 64 clat46

nat64 prefix 64:ff9b:: prefixlen 96
nd6 options=201<PERFORMNUD,DAD>
media: autoselect

status: active
~ ping -¢ 5 1.1.1.1
BING 1011 (1.1,

64 bytes from
64 bytes from
64 bytes from
64 bytes from
64 bytes from

.1): 56 data bytes
: 1cmp_seq=0 ttl=56 time=5.045 ms

: 1cmp_seq=1 ttl=56 time=10.375 ms

.1: icmp_seq=2 ttl=56 time=11.156 ms
.1: icmp_seqg=3 ttl=56 time=10.977 ms
: 1cmp_seq=4 ttl=56 time=10.280 ms

---1.1.1.1 ping statistics ---
5 packets transmitted, 5 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 5.045/9.567/11.156/2.286 ms
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Volba RA PREF64

* Volba ohlaseni smerovace obsahujici prefix NAT64

&

* Potrebna pro konfiguraci CLATu, lokalni DNS64 nebo Happy
Eyeballs 2.0 (IPv4 literaly)

e Sdili osud s dalsimi konfiguracnimi volbami

- je o neco duveryhodnégjsi nez DNS64 . . 2 3

©12345678901234567890123456738901

O POdporOVéno aktuélnl,mi Verzemi -i-—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+

Type | Length | Scaled Lifetime | PLC |

AndrOid, iOS a maCoS +—t—t—+—F—Ft—F—F—F—F—t—F—F—F—F—F—F—F—F—F—F—F—F—+—F—F—F+—+—+—+—+—+—+

| |
+ +
| Highest 96 bits of the Prefix |
+ +
| |
+

—+—+—t—tF—F—t—F—F—F—F—F—F—F—F—F—F—F—F—t—F—t—F—F—F—Ft—Ft—F+—+—+—+—+—+
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Provozovani siti
IPv6-mostly



Volba DHCP ¢islo 108 je snadna &

 Nativni podpora v DHCP serveru Kea

e Vetsina DHCP serveru podporuje uzivatelské volby
- napriklad: dnsmasg -0 108,0:0:1:2c

- hodnota volby predstavuje cas, jak dlouho ma byt IPv4 deaktivovano

* Specialni zpracovani volby 108 na strane serveru neni nutné
e Server ale musi mit volne adresy v poolu

- Jinak na dotaz klienta neodpovi
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Volba RA PREF64 je tezsi

e Smerovace nepodporuji viastni volby RA

- Stejny probléem jsme uz meli s adresami DNS serveru, ted je tu znovu
* Nejaka podpora se pomalu objevuje:

- radvd (v nevydané verzi)

- FRR (Cekajici pull request)

- odhcpd (Cekajici pull request)

- rad (soucast OpenBSD)

- MikroTik RouterOS v7.8 beta2
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Prekvapeni na macOS

Pokud je v siti vic prefixu, CLAT si nahodné jeden vybere,

nerespektuje pritom omezeny dosah (ULA) ani preferenci adres.

~ 1fconfig end
end: flags=8963<UP,BROADCAST,SMART,RUNNING,PROMISC,SIMPLEX,MULTICAST> mtu 1500
options=6463<RXCSUM, TXCSUM, TS04,TS06, CHANNEL_IO,PARTIAL_CSUM,ZEROINVERT_CSUM>
ether f0:18:98:31:306:c0
inetb fe80::1477:9fe8:a21d:56a6%en@ prefixlen 64 secured scopeid 0x6
inetb 2a02: :80:c48:6e99:5ebc:e453 prefixlen 64 autoconf secured
1inetb 2a02: :80:392d:0ea9:e5fd:ddd1l prefixlen 64 autoconf temporary

inetb fdba:91fa:4142:80:813:d49b:cca9:9b87 prefixlen 64 autoconf secured
inet 192.0.0.1 netmask Oxffffffff broadcast 192.0.0.1

1netb fdba:91fa:4142:80:fa:bf88:9a0@02:cbbl prefixlen 64 clat46

nate4 prefix 64:ff9b:: prefixlen 96

ndé options=201<PERFORMNUD,DAD>

media: autoselect

status: active

Ondrej Caletka | CSNOG 2023 | 16. kvétna 2023

15



Prekvapeni na macOS Q0

Pokud si uzivatel nastavi vlastni IPv4 adresy DNS resolveru,
DNS nefunguje, i1 kdyz utility jako host funguji normalne.

~ scutil --dns | head
DNS configuration

resolver #1
search domain[@] : mtg.ripe.net
hameserver[0] : 1.1.1.1
flags : Request A records, Request AAAA records
reach . Ox00000002 (Reachable)

resolver #2
domain : local

» ~ host google.com
google.com has address 172.217.168.238
google.com has IPv6 address 2a00:1450:400e:811: :200e
google.com mail 1s handled by 10 smtp.google.com.

~ pl1hg google.com
ping: cannot resolve google.com: Unknown host




Shrnuti



Pro

* Pouze jedna sit’

* |Pv4 adresy nejsou plytvany
na nova zarizeni
- Hodi se, kdyz nepouzivate NAT
 Pouziti IPv4 bude minimalni
| pro stara zarizeni

- DNS64 zpusobi, ze vétSina provozu
pujde pres NAT64 namisto nativniho
IPv4
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Proti

* Nejkomplikovanejsi sit
* |Pv4 je stale potreba

 Je potreba NAT64

* Problematicka interoperabilita
mezi dual-stack a IPv6-only
zarizenimi
- Nelze nastavit Chromecast z telefonu

s Androidem

N
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¥y ¥ B

azit IPvb-mostly

* Nepouzivate NAT a pool DHCP se plni

Kdy zv

 Pouzivate NAT ale dochazi privatni IPv4 adresy
* V siti jsou prevazne mobilni nebo zarizeni od Apple
Uz mate NAT64 a radi byste zacali s vypinanim IPv4
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Faze prechodu na IPv6

NATG64

IPv4 IPV6 IPv4 IPV6 IPv4
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