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Motivace
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https://attunedphotography.com/bright-sunny-sky/

@ vlastni posStovni schranka na vlastni doméné

@ pristup z postovnich klientt standardnimi protokoly IMAPS a SubmissionS
@ ocekavany provoz desitek zprav denné

@ aspon zakladni ochrana pred spamem

v

Minimalni pozadavky
@ vlastni linuxovy server s IPv4 (i IPv6) konektivitou
@ moznost nastavit reverzni zaznamy k IP adresam

gegnet

Ondrej Caletka (CESNET, z. s. p. 0.) Osobni postovni server 3. bfezna 2019 4/24



Jak to vlastné funguje
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https://commons.wikimedia.org/wiki/File:SMTP-transfer-model.svg

@ vsestranny postovni server
@ pouzijeme jako MSA, MTA, MX, MDA

QALY

ge§net
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@ jednoduchy server pro IMAP
@ vysoce konfigurovatelna autentizace
@ poskytuje autentizaci uzivatel( i pro Postfix

DOVECOT

ge§net
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Ukladani e-mailovych zprav

@ unixové nebo virtualni ucty
@ format schranky mbox nebo maildir
> volime unixové schranky a format maildir

mbox maildir

@ schranka je soubor

@ INBOX je ve
/var/spool/mail/<user>

@ ostatni schranky nékde v $HOME

@ zprava je soubor

@ vSechny schranky jsou

v $HOME
@ atomické presuny

v

@ zamykani, fragmentace

Ondrej Caletka (CESNET, z. s. p. 0.) Osobni postovni server

gegnet

3. biezna 2019

8/24



Vychozi chovani (Debian)

@ postfix pfijma a odesila poStu pro sebe
@ pouziva self-signed certifikat

@ podporuje jen SMTP

@ uklada do mboxd

Zména na maildir

# postconf -e "home mailbox = Maildir/"

# postfix reload

# editor /etc/dovecot/conf.d/10-mail.conf
mail location = maildir:~/Maildir

ge§net
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TLS certifikat

@ nejsnaze pomoci Let’s Encrypt

@ ovéreni pres web nebo DNS

@ stejny certifikat pro SMTP, IMAPS i SubmissionS

@ vytvorime TLSA zaznam pro SMTP certifikat (typ 31 1)

@ v Dovecotu je TLS ve vychozim stavu vypnuto

@ mulZeme vypnout nesifrovany IMAP nastavenim portu na O

ge§net
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Zprovoznéni SubmissionS a SASL

#

H H W

Zprovoznéni SubmissionS

@ Dovecot vytvori UNIX socket v spool adresari Postfixu
@ Autentizaci povolujeme jen na portu 465 - Submissions

editor /etc/dovecot/conf.d/10-master.conf

# Postfix smtp-auth

unix listener /var/spool/postfix/private/auth {..
postconf -e "smtpd sasl type = dovecot"

postconf -e "smtpd sasl path = private/auth"
editor /etc/postfix/master.cf

smtps inet n - y - - smtpd

-0 smtpd sasl auth enable=yes

Ondrej Caletka (CESNET, z. s. p. 0.) Osobni postovni server 3. bfezna 2019




Nastaveni MUA

@ prijem posty IMAP, odesilani SubmissionS (drive smtps)
@ oveérovanim uzivatelskym jménem a heslem

Internet Engineering Task Force (IETF) K. Moore
Request for Comments: 8314 windrock, Inc.
Updates: 1939, 2595, 3501, 5068, 6186, 6409 C. Newman
Category: Standards Track Oracle
ISSN: 2070-1721 January 2018

Cleartext Considered Obsolete: Use of Transport Layer Security (TLS)
for Email Submission and Access

Abstract

This specification outlines current recommendations for the use of

Transport Layer Security (TLS) to provide confidentiality of email

traffic between a Mail User Agent (MUA) and a Mail Submission Server

or Mail Access Server. This document updates RFCs 1939, 2595, 3501,

5068, 6186, and 6409. cesnhet
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Bezpecné predavani posty

@ ve vychozim nastaveni se v odchozim sméru nesifruje
@ pro DANE je tfeba bezpecny validujici resolver (na loopbacku)

# postconf -e "smtp dns support level = dnssec"
# postconf -e "smtp tls security level = dane"
# postconf -e "smtp tls loglevel = 1"

ge§net
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Specialni heslo jen pro postu

@ pro uloZeni do nejrliznéjsich zarizeni
@ chrani pred zneuzitim uZivatelského uctu jinde nez v posté

# editor /etc/dovecot/conf.d/10-auth.conf
linclude auth-passwdfile.conf.ext
# doveadm pw -p heslo

{CRAM-MD5}95650..9b184c

# cat > /etc/dovecot/users

user: {CRAM-MD5}95650..9b184c:1000:1000: : /home/user:
sender _only:{CRAM-MD5}95..:65534:65534: :/nonexistent:

gegnet
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Procmail

@ umoznuje filtrovat postu na serveru
@ postupné vytlacovan ve prospéch sieve

# cat >/etc/procmailrc
MAILDIR=$HOME/Maildir/
DEFAULT=$MAILDIR

# postconf -e 'mailbox command = procmail -a "$EXTENSION"'

ge§net
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Ukazka konfigurace /.procmailrc

MAILDIR=$HOME/.maildir/
DEFAULT=$MAILDIR
LOGFILE=$HOME/procmail. log
EXT=$1

:0
* ~X-Cron-Env
.Cron/

:0
* ~“Subject: DenyHosts Report
.Cron.DenyHosts/

v

gegnet
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Spamassassin

@ funguje velmi dobre bez dalsiho nastavovani
@ snadno se integruje pfimo do procmailu
@ konfigurace po prvnim spusténiv ~/.procmailrc

:0fw: spamassassin.lock

* < 512000

| spamassassin

:0

* ~X-Spam-Status: Yes

. Spam/ )

ge§net
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SPF, DMARC, DKIM

@ pro mensi pravdépodobnost, Ze skon¢ime ve spamu

@ pomoci SPF deklarujeme povolené servery

@ kvli preposilani posty nepouzivame hard fail

@ jsme-li prihlaseni v postovnich konferencich, nenastavujeme DMARC politiku
@ podepisovanim pomoci DKIM nic nezkazime

Priklad SPF a DMARC zaznamu

example.com. IN TXT "v=spfl +mx ~all"
_dmarc.example.com. IN TXT "v=DMARC1l; p=none"
dkim2018. domainkey.example.com. IN TXT "v=DKIMI..

gegnet
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OpenDKIM

# cd /etc/dkimkeys
# opendkim-genkey --bits 2048 --selector="dkim2019"
# editor /etc/opendkim.conf

Domain example.com

Selector dkim2019

KeyFile /etc/dkimkeys/dkim2019. key
Canonicalization relaxed

Socket local:/var/spool/postfix/opendkim.sock

# postconf -e "smtpd milters = unix:opendkim.sock"
# postconf -e "non smtpd milters = unix:opendkim.sock"

vy

gegnet
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Testovani telnetem

220 SMTP server ready

EHLO local.machine.example

250 server.example.net

MAIL FROM: <jdoe@machine.example>

250 2.1.0 Ok

RCPT TO: <mary@example.net>

250 2.1.5 0Ok

DATA

354 End data with <CR><LF>.<CR><LF>
From: John Doe <jdoe@machine.example>
To: Mary Smith <mary@example.net>
Subject: Saying Hello

Date: Fri, 21 Nov 1997 09:55:06 -0600
Message-ID: <1234@local.machine.example>

This is a message just to say hello.
250 2.0.0 Ok: queued as C5D1822AF6

QUIT
221 2.0.0 Bye

gegnet
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Testovani DANE for SMTP

zaznamu - Untrusted

$ /usr/sbin/posttls-finger -c seznam.cz

posttls-finger: mx1l.seznam.cz:25: Matched subjectAltName: mx1l.seznam.cz

posttls-finger: certificate verification failed for mxl.seznam.cz:25:
untrusted issuer /C=US/O=thawte, Inc./OU=Certification
Services Division/0OU=(c) 2006 thawte, Inc. - For
authorized use only/CN=thawte Primary Root CA

posttls-finger: Untrusted TLS connection established to mxl.seznam.cz:25:
TLSv1.2 with cipher AES128-SHA (128/128 bits)

) A zaznamem - Verified

$ /usr/sbin/posttls-finger -c cesnet.cz
posttls-finger: using DANE RR: _25. tcp... IN TLSA 2 6 1 5C:42:8B:01:3B:2E:3F:0D:30..
posttls-finger: postino.cesnet.cz:25: depth=1 matched trust anchor certificate
sha256 digest 5C:42:8B:01:3B:2E:3F:0D:30..
posttls-finger: Verified TLS connection established to postino.cesnet.cz:25:
TLSv1l with cipher DHE-RSA-AES256-SHA (256/256 bits)

https://dane.sys4.de

cesnet
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Dalsi mozna vylepseni

@ zalozni MX server
e pro dlouhé vypadky (>3 dny)
e mél by odmitat postu pro neexistujici adresy
@ greylisting
e zdrzovani legitimni posty
@ méné ucinné nez Spamassassin
@ real-time DNS blacklist
@ pri malém objemu zprav nedava smysl
@ postfwd

e pokrocily firewall

o lze napriklad limitovat pocet zprav za Ucet za hodinu
cesnet
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Zaverecné myslenky

@ tiché zahazovani e-maill je zlo
e prijmu-li e-mail do fronty, odpovidam za jeho doruceni, pfipadné odeslani
nedorucenky
o takze je potreba obcas projit slozku spam
@ dohlizejte délku fronty
@ pro osobni e-mailovy server jsou zasadni i jednotky zprav
o prudky nardst obvykle znamena zneuziti prihlasovacich Gdajt ke spammingu
e pomaly narast mlze byt zplsoben chybou v DANE na strané pfijemce
o certifikat pro SMTP server radéji RSA

@ spousta zastaralych odesilatell ECDSA nepodporuje
e Vvétsina provede downgrade, jeden exemplar zpravu nedorucil

ge§net
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Dékuiji za pozornost

Ondrej Caletka
Ondrej.Caletka@cesnet.cz
https:/Ondrej.Caletka.cz

ge§net

Prezentace je jiz nyni k dispozici ke stazeni.
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