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Jak vlastné funguje internet

Naivni predstava Realita
@ noviny o telefon
@ televize @ nelze pasivhé konzumovat
@ posta

@ datova komunikace jeden-na-jednoho
@ kazdé pouziti zanechava stopy
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Vrstvovy model
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Linkova vrstva
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Internetova vrstva

@ s globalnim dosahem

@ hierarchické adresovani
@ identifikator i lokator

@ 32bitové IPv4
°
°

AfriNIC
APNIC

128bitové IPv6

bez pevného vztahu LAcNIC
k hardware ripENCe
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Transportni vrstva

Transport Layer Security

@ spojeni z konce na konec @ mezivrtsva nad transportni

@ prizplsobuje pfenosovy @ Sifruje data vyssich vrstev
kanal @ brani nizSim vrstvam

@ nejcastéji TCP a UDP v sledovani a pozménovani

@ adresace pomoci port( obsahu )
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Aplikacni vrstva

https://www.1nternetovehazardnihry.cz/casino/?game=blackjack#score
schéma hostitel cesta dotaz kotva
protokol internetovd adresa neprendsi se

@ mnoho protokol(, nejc¢astéji HTTP/HTTPS

@ vlastni adresovani

@ cCasto utajené nizsim vrstvam pomoci Sifrovani TLS
@ spousta metadat
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Vazba MAC a IP adres

@ v realném case protokolem ARP/NDP

@ u IPv4 Casto semi-permanentné pomoci DHCP serveru
@ u IPvé nejcastéji nahodna IP adresa proménna v ¢ase
@ v malych sitich bez trvalych stop

@ u vétsich siti zAznamenavano a uchovavano

ge§net

Ondrej Caletka (CESNET, z. s. p. 0.) Digitalni stopy v internetové komunikaci 15. ledna 2018 9/17



Sdileni a preklad adres

@ bézna praxe v IPv4

@ zasah do komunikace porusujici vrstvovy model

@ privatni a verejné adresy, mapovani Cisel port(

@ proménlivé v Case

@ zaznamenavani historie mapovani jen u velkych siti (Carrier Grade NAT)

From: 10.0.0.10:32769
To: 212.20.96.34:80 From: 147.32.127.131:32769

Gw: 10.0.0.1 To: 212.20.96.34:80
NAT

T P SN
10.0.0.1 “ 147.32.127.131

10,0,0.10

From: 212.20.96.34:80 From: 212.20.96.34:80
To: 10,0.0.10:32769 To: 147.32.127.131:32769
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Ondrej Caletka (CESNET, z. s. p. 0.) Digitélni stopy v internetové komunikaci 15. ledna 2018 10/ 17



Data retention

@ povinnost zaznamenavat provozni a lokaliza¢ni Udaje
@ zaznam informaci o datovych tocich

@ data internetové a transportni vrstvy

@ nevidi za NAT koncového zakaznika

@ moznost korelace zdznam( z vice zdroj
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OS fingerprinting

@ drobné odlisnosti v implementacich TCP/IP

@ aktivni i pasivni

Priklad

operacni systém | hodnota TTL | velikost TCP okna
Linux || 64 5840
FreeBSD | 64 65535
Windows XP || 128 65535
Windows 7 || 128 8192
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Zaznamy aplikacni vrstvy

@ jsou k dispozici pouze na koncovych bodech

@ obsahlé HTTP hlavicky
@ zejména User-Agent, Referrer, Cookies

¥ Request Headers
:authority: en.wikipedia.org
:method: GET
:path: /wiki/P3P
:scheme: https
accept: text/html,application/xhtml+xml,application/xml;q=0.9,1image/webp, image/apng,*/*;q=0.8
accept-encoding: gzip, deflate, br
_accept-language: cs,en-US;q=08.8,en;q=0.6,5k;q=0.4
referer: https://www.google.cz/
“upgrade-insecure-requests: 1 i
'user—agent: Mozilla/5.0 (X11; Linux x86 64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/61.8.3163.100 Safari/537.36
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@ informace, které mize webova sluzba uloZit a pozdéji precist

@ nezbytnd napf. pro funkci prihlaseni, stav ndkupniho kosiku, apod.
@ zneuzivana pro sledovani chovani uzivatelt

@ zajimavé zejména cookies vyznamnych tretich stran

o Google Analytics
o Facebook Like tlacitko
o reklamni sité
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Je prohlize€ unikatni?

[ Am |l unique?

= C' @ Zabezpeteno | https://amiunique.org/fp

Am | Unique?

Overview Details Graphs

My fingerprint Are y0U U niq ue?

My timeline  New

38.51 % of observed browsers are Chrome, as yours.
Global statistics
1.09 % of observed browsers are Chrome 61.0, as yours.

14.89 % of observed browsers run Linux, as yours.
FAQ
0.43 % of observed browsers have set "cs"as their primary language, as yours.

) 22.33 % of abserved browsers have UTC+2 as their timezone, as yours.
Privacy policy

But only 2 browsers out of the 506182 observed browsers (0.00 %) have exactly the same fingerprint as yours.

Privacy tools n q .
i/ View more details View graphs

Links Updated Cesnet
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@ MAC jsou stabilni, ale neprenasi se

@ Vazbu IP adresy na MAC adresu dlouhodobé eviduiji jen velké sité

@ Preklady adres a nahodné IPvé adresy dohledani majitelt komplikuji
@ Webovy prohlize¢ odesila spoustu metadat, ¢asto unikatnich

@ Zajimavé informace maji mimo jiné provozovatelé reklamnich systému
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Dékuji za pozornost

Ondrej Caletka
Ondrej.Caletka@cesnet.cz
https:/Ondrej.Caletka.cz

cesnet

Prezentace je jiz nyni k dispozici ke stazeni.

Ondrej Caletka (CESNET, z. s. p. 0.) Digitalni stopy v internetové komunikaci

15. ledna 2018

17/17


mailto:Ondrej.Caletka@cesnet.cz
https://xn--ondej-kcb.caletka.cz

