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The specifics of NREN backbone
an a�ack can be fatal to a single customer
the network can be dangerous to others
formerly no filtering by default¹

¹unless required (BCP 38) or requested by client
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DoS miঞgaঞon strategies in CESNET

per-protocol QoS on the network perimeter
for connecঞon-less protocols like NTP, SNMP,…
sum of NTP flows typical ~2 Mbps
different packet sizes of legiঞmate and a�ack flows

many QoS groups for DNS and fragments (cca. one per customer)
hard to recognize a�ack on the perimeter
crucial service for eyeball experience

Remote-Triggered Black Hole filtering for BGP-connected customers
for a�acks targe�ed to small number of IP addresses
eliminates saturaঞon of the last mile link
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BGP Flowspec

allows fine-grained selecঞon of flows to filter
but tricky to set up properly by hand

we found no ready-made soluঞon allowing easy access:
to customers’ network admins
to the CSIRT team
to automated tools for miঞgaঞon of well known a�ack pa�erns

we decided to build our own open source soluঞon ExaFS
Flowspec-based filtering and RTBH control
user accounts with permissions for IP ranges
automaঞc expiraঞon of rules
API for robots
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The big picture
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ExaFS components
ExaBGP 4.1.2
Python 3.6
MariaDB
Flask + WTForms + SQLAlchemy

ready for Shibboleth Single sign-on federated idenঞty login
sources on https://github.com/CESNET/exafs
API documentaঞon on https://exafs.docs.apiary.io
open-source with MIT license
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Caveats of Flowspec filters

no universal support for all features
our Nokia boxes cannot do QoS together with packet length matching

fragmented traffic has port numbers set to 0
ordering of rules is not always intuiঞve (RFC 5575 5.1)

1 Desঞnaঞon prefix
2 Source prefix
3 IP protocol
4 Port
5 Desঞnaঞon port
6 Source port

Ondřej Caletka (CESNET, z. s. p. o.) ExaFS: miঞgaঞng unwanted traffic 13th November 2019 9 / 26

https://tools.ietf.org/html/rfc5575#section-5.1


BGP Flowspec rules ordering example
Sequence: 1513 Flow

:Dest:192.0.2.1/32,Source:198.51.100.128/26,
Proto:=17,DPort:=3702

Sequence: 1572 Flow
:Dest:192.0.2.1/32,Proto:=17,DPort:=3702

Sequence: 1575 Flow
:Dest:192.0.2.0/31,Source:198.51.100.188/32,
Proto:=17,DPort:=3702

Sequence: 1579 Flow
:Dest:192.0.2.0/31,Source:198.51.100.128/26,
Proto:=17,DPort:=3702

Sequence: 1586 Flow
:Dest:192.0.2.0/24,Source:198.51.100.128/26,
Proto:=17,DPort:=3702
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RTBH support in ExaFS

not limited only to BGP-connected clients
parঞcularly useful for large volumetric a�acks
RTBH rules can be propagated to peering partners and transit providers
can be also used for redirecঞon to DDoS protector
support for standard, extended and large BGP communiঞes
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Conclusion

easy to use web-based front-end for BGP Flowspec and RTBH
also a very dangerous weapon that can kill your network pre�y easily
automaঞc expiraঞon of rules
JSON API for automated miঞgaঞon of well known a�acks

but we are sঞll a li�le bit scared to keep humans out of the loop

Live demo:²
https://exafs-demo.cesnet.cz

²Available only for limited ঞme.
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Thank You!

Ondřej Caletka
Ondrej.Caletka@cesnet.cz
h�ps://Ondřej.Caletka.cz
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Bonus slides
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Recent a�ack case study

transit connecঞvity link saturated with NTP replies to one IP address
blocked at the upstream using RTBH
smaller part of the NTP flood arived from other links, filled global policers
we used a BGP Flowspec rule to block NTP flood towards the IP address
under a�ack
the global NTP policers returned to empty state, allowing normal NTP
operaঞon for the other parts of the network
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The anomaly is detected
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Global NTP QoS is being uঞlized
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The a�ack target is located
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RTBH rule is created to free up transit
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The transit link is not saturated anymore
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No more discards on the trasit link
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The a�ack is coming from other sources as well
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Let’s discard it using BGP Flowspec
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The global NTP QoS is not in use anymore
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