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Ondrej.Caletka@cesnet.cz

Nebézi.cz

@ osobni prispévek ke svétovému spusténi IPvé v roce 2012
@ jedna z priblizné deseti .CZ domén s IPvé6-only adresou

@ staticky web

@ informuje o funkénosti IPv4 a preferenci
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Nebézi.cz po spusténi

oznameno béhem konference IPvé6-day v Praze
kontaktni e-mailova adresa na IPv6-only doméné
mnoho reakci nebylo doru¢eno

pridan automaticky tester test@doesnotwork. eu.
pridana kontrola reverznich zaznama
pridana anglicka verze na http://www.doesnotwork.eu.

ge§net

Ondrej Caletka (CESNET, z. s. p. 0.) E-mailové sluzby na IPvé-only 5. ¢ervna 2019 3/15


http://www.doesnotwork.eu

Tester IPv6 e-maill

@ mnoho ne zcela souvisejicich problému:
@ dorucit zpravu na IPvé-only adresu
@® prijimat zpravy po IPvé
® prijimat zpravy s IPv6-only obalkovou adresou
@ prijimat zpravy s IPv6-only adresou odesilatele
@ moje reseni:
@ automaticky odpovidac je spustén doruc¢enim na IPvé6-only
® odpovi z IPv4-only adresy pomoci dual-stack prenosu
® odpovi z IPv6-only adresy pomoci IPvé-only prenosu
@ nedorucenky jsou automaticky zpracovany a predany pomoci dual-stacku

@ vyzkousejte na test@nebezi.cz
cesnet
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Pouzité komponenty

@ Postfix se dvéma osobnostmi

@ prvni je dual-stack .

@ druha je IPv6-only (
@ vybér se provadi podle obalkové adresy
odesilatele

@ procmail Q
@ jednoduchy skript v Pythonu

ge§net
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Zpracovana nedorucenka

* Dossotiork eu utoreply over P <tst@ipud dossnotmork eu>

Predmet DoesNotWork.eu: You are not receiving e-mails over IPv6!

Komu
DKIM Valid (Signed by ipv4.doesnotwork.eu)
Sorry!

Although you were able to send a message to IPv6-only address, there was a
problem delivering reply from that address.

The exact description of the problem cbserved by our server www.doesnotwork.eu
is attached. You can inform your e-mail service provider about the issue.

DoesNotWork . eu

Final-Recipient: rfc822; org

Action: failed

Status: 5.4.4

Diagnostic-Code: X-Postfix; Host or domain name not found. Name service error
for name=mxcluster2.one.com type=AAAA: Host found but no data record of ceshet
requested type
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RFC 2821 vs. RFC 5321

RFC 2821

@ Proposed standard, 2001

@ Definuje SMTP pres IPvé, IPvé6 literaly, atd.
@ “If no MX records are found, but an A RR is found, the A RR is treated as if it was
associated with an implicit MX RR.”

v

RFC 5321

@ Draft standard, 2008, nahrazuje RFC 2821

@ “If an empty list of MXs is returned, the address is treated as if it was associated with
an implicit MX RR, with a preference of O, pointing to that host.”

V.

gegnet
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Chovani Gmailu

@ nejprve mél nebezi.cz jen AAAA zdznam, Zddné MX

@ Gmail zpravy okamzité odmital s chybou “No MX record.”

@ poté byl pfidan MX zaznam:
nebezi.cz. IN MX O www.nebezi.cz.

@ od té doby Gmail drzel zpravu 3 dny ve fronté, kazdych 24 upozornioval na
chybu:
DNS Error: DNS server returned answer with no data

@ zhruba od srpna 2013 Ize dorucovat na IPvé-only bez problému
(ale pfi pFijmu posty po IPvé6 je striktné vyzadovan reverzni DNS zaznam)

http://postfix.1071664.n5.nabble.com/disable-ipv6-when-sending-to-gmail-tp60672p60673.html
cesnet
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Statistiky 06/2012 - 10/2012

bez informace o pokusech doruceni
cca. 100 zprav prijatych z 88 riznych domén
bez automatické kontroly zpate¢ni adresy

zpatecni adresa vedla na 135 rliznych MX servert, 113 rliznych IPv4 adres
a 71 rlznych IPvé adres

pouze 50 IPvé adres prijalo TCP spojeni na port 25
zadny freemail nedokazal na IPvé-only dorucit

ge§net
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Statistiky 05/2014 - 10/2016

bez informace o pokusech doruceni
303 zprav z 217 rliznych adres
138 raznych domén

39 nedorucenek pro IPv6 odpovédi od 26 riznych adres

o 34 nedorucenek kvuli “No AAAA record for MX”
o 4 nedorucenky kvdli “Invalid recipient”
o 1 nedorucenka kvuli “Protocol error”

problém s nepfijimanim TCP spojeni po IPvé zmizel

ge§net
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Statistiky 11/2016 - 06/2019

@ bez informace o pokusech doruceni
@ 395 zprav z 280 rliznych adres
@ 189 riznych domén

@ 149 nedorucenek pro IPvé6 odpovédi od 118 rliznych adres

o 93 nedorucenek kvali “Host or domain name not found”
o 34 nedorucenek kvuli “Unroutable sender’s e-mail address”
o 19 nedorucenek kvali “User Unknown”

ge§net

Ondrej Caletka (CESNET, z. s. p. 0.) E-mailové sluzby na IPvé-only 5. cervna 2019 11/15



Prijem posty z IPv6-only domény

$ telnet smtp2.ms.mff.cuni.cz 25

Connected to smtp2.ms.mff.cuni.cz.

Escape character is '~]'.

220 smtp2.ms.mff.cuni.cz ESMTP Sendmail 8.15.2/8.15.2;
Tue, 25 Oct 2016 00:07:20 +06200 (CEST)

HELO www.nebezi.cz

250 smtp2.ms.mff.cuni.cz Hello www.nebezi.cz
[IPv6:2001:1528:132:70::ebe2], pleased to meet you

MAIL FROM: <ondrej@nebezi.cz>

553 5.5.4 <ondrej@nebezi.cz>... Sender's best MX
(www.nebezi.cz.) has no IP. Please contact
your network administrator for futher assistance.

4

gegnet
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Zabezpeceni IPv6-only webu

@ jak prokazat drzeni IPv6-only domény

e StartSSL, WoSign - IPv4-only (a dnes uZ neexistuji)

e vyreseno docasnym IPv4 MX zdznamem pro prijem ovérovaci zpravy
@ Let's Encrypt

@ spusténo koncem roku 2015 - IPv4-only

e validace pomoci DNS od ledna 2016

@ plna podpora validace po IPv4 od ¢ervence 2016
@ nepouzivam presmeérovani na HTTPS

@ lze porovnat vysledky

o nékteré HTTP akceleratory (Setfi¢ dat pro Chrome v Androidu) funguiji jako
brana do IPvé, ale jen pro HTTP

ge§net
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Testovani webovych testert

@ http://isup.me - dfive down, ted up

@ https://dane.sys4.de - funguje od prvniho dne

@ https://www.ssllabs.com - podpora od roku 2015

@ https://hstspreload.appspot.com - Google cloud stale IPvé
nepodporuje

HTTPS Everywhere - IPv6-only URLs IPvé6 nefunguje na Travis Cl

@ https://observatory.mozilla.org - spusténo jako IPv4-only,
c¢astecné opraveno

gegnet
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http://isup.me
https://dane.sys4.de
https://www.ssllabs.com
https://hstspreload.appspot.com
https://github.com/EFForg/https-everywhere/issues/4762
https://observatory.mozilla.org

Dékuiji za pozornost

Ondrej Caletka
ondrej@nebezi.cz
https:/Ondrej.Caletka.cz

ge§net

Prezentace je jiz nyni k dispozici ke stazeni.
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