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Uvod do RPKI

@ Internet je sit siti = vzajemné propojenych autonomnich systému
@ AS nabizeji své IP adresy sousedim, ti buduji smérovaci tabulku
@ kdokoli mize nabizet jakékoli IP adresy

@ kazdy by mél nabizet jen svoje IP adresy

@ kazdy by mél prijimat jen legitimné nabizené adresy
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Budovani cesty
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https://www.ripe.net/support/training/material/bgp-operations-and-security-training-course

Incidenty v globalnim routingu

@ chyba konfigurace
e Pakistan Telecom vs. YouTube v roce 2008
@ cileny Unos
@ nepouzivanych adres pro spamming
e DNS servert pro phishing (MyEtherWallet.com v roce 2018)

@ cileny odklon provozu
@ za Ucelem odposlechu/MitM
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https://blog.cloudflare.com/bgp-leaks-and-crypto-currencies/

Internet Routing Registry

@ verejné databaze pouzivajici jazyk RPSL
@ svazuji IP adresy s Cisly autonomnich systémd
@ definuji vztahy autonomnich systémd

Priklad zaznamu

$ whois -h whois.radb.net 2001:718::/32

route6: 2001:718::/32

descr: CESNET6-TCZ

origin: AS2852

mnt-by: MAINT-AS2852

changed: novakv@cesnet.cz 20110531 #19:26:19Z
source: RADB
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https://www.ripe.net/support/training/material/bgp-operations-and-security-training-course

Resource Public Key Infrastructure

kryptograficky zabezpecena databaze prefix( a zdrojovych AS
kvalita dat garantovana regionalnimi internetovymi registry
omezuje maximalni délku prefixu

odvozeno z PKI

validace mimo stavajici aktivni prvky

protokol RPKI-RTR pro plnéni filtr(i ve smérovacich
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RIPE NCC’s Root Certificate
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https://www.ripe.net/support/training/material/bgp-operations-and-security-training-course
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https://www.ripe.net/support/training/material/bgp-operations-and-security-training-course

Nasazeni RPKI v e-infrastrukture CESNET

@ publikujeme ROA pomoci hostované sluzby RIPE NCC
e drobnd potiZ s agregovanymi bloky Provider Independent adres
@ dvojice validatort na virtualni infrastrukture
e RIPE NCC validator
@ Routinator 3000
@ prenos filtrovacich pravidel protokolem RPKI-RTR na smérovace
o zatim testujeme a vyhodnocujeme
e pozdéji zacneme zahazovat prefixy ve stavu INVALID
@ pro skute¢ny efekt musi filtrovat co nejvice instituci
@ chysta se filtrovani na route-serverech NIX-CZ
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Dékuiji za pozornost

Ondrej Caletka
Ondrej.Caletka@cesnet.cz
https:/Ondrej.Caletka.cz

ge§net

Prezentace je jiz nyni k dispozici ke stazeni.
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