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RIPE Atlas

@ systém aktivniho méreni Internetu

@ budovan od roku 2010

@ pouziva hardwarové sondy hostované u dobrovolnikd
@ vice neZ 8000 pfipojenych sond (250 v CR)

@ vestaveéna a uzivatelsky definovatelna meéreni

@ zameéreno na nejnizsi Uroven funkce IP siti

e ping
e traceroute
e DNS
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Sonda RIPE atlas

specialni hardware pouzity s ohledem na nizkou
spotfebu a cenu

napajeni z USB, 10/100Mbps pfipojeni do sité

zadné ovladaci prvky, zadné ovladaci rozhrani, zadny
otevreny port

mUze byt zapojena za NAT

udrzuje spojeni s fidicimi servery u RIPE NCC

provadi méreni a posila vysledky ridicim serveriim

L
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Sondy verze 1 a 2

@ zalozeny na Lantronics Xport Pro

@ procesor bez MMU, uClinux

@ meérici software zalozeny na Busyboxu
@ vyroba zastavena v roce 2012
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Sondy verze 3

@ zalozeny na TP-Link MR3020

@ vykonnéjsi a levnéjsi

@ firmware zalozeny na OpenWRT

@ USB flash disk pro OS a data

@ vestavénd Wi-Fi neni SW podporovana
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Sondy Atlas Anchor

@ vykonné sondy urCené do datovych center

@ sondu zakupuje hostujici organizace za 770 €
@ zalozeno na x86 platformé Soekris Net6501-70
@ slouzi také jako cil pro méreni malych sond

@ 120 sond po svété, 4 v CR

PEATLAS
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Uvnitr sondy Atlas Anchor
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Sluzby sondy Atlas Anchor

Autoritativni DNS server

$ dig 512.4.dns.cz-prg-as2852.anchors.atlas.ripe.net txt
D.0.0.9.0.0.9.9.0.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.0.0%
D 000000000000000000000000000.&

HTTP(S) server
$ curl http://cz-prg-as2852.anchors.atlas.ripe.net/3
{

"anchor": "cz-prg-as2852.anchors.atlas.ripe.net",
"client": "2001:718:1:6::134:196",
"payload": "AAA"

}
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Co sondy méri

@ Ping vybranych cilG

@ Traceroute k vybranym cilim

@ DNS dotazy ke korenovym serveriim
@ HTTP dotazy na ripe.net

@ SSL spojeni k ripe.net

@ Uzivatelska méreni
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Uzivatelskd méreni

@ moznost spoustét méereni na celé siti sond
@ platba virtualni ménou

@ ziskani kreditu za hostovani sond

@ kompletni pristup pomoci JSON REST API
@ oficialni knihovna Sagan pro Python
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@ nenf tfeba hostovat sondu (CR je dostate¢né pokryta)

@ vytvorte ucet RIPE NCC Access
https://access.ripe.net

@ pozadejte kamarada o kredity

@ hrajte-si mérte
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https://access.ripe.net

O systému NLNOG RING
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NLNOG RING

.. ®e
® NLNOG

“.RING

o sit dlvéry mezi sitovymi operatory

@ recipro¢ni sdileni SSH G¢tl na linuxovych serverech
@ centrdlni sprava, jednotné prostredi

@ vhodné zejména pro pokrocily debugging Internetu
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Nody NLNOG RINGu

(virtudlni) server s 64-bit Ubuntu 12.04 LTS
@ 11Pv4, 1 IPv6 adresa

hostujici organizace ma vlastni ASN v default-free
zone

@ centrdlni management (upgrady, zaplaty) pomoci
Puppet

@ kazdy Clen ma uzivatelsky pfristup na vSechny nody,
sudo pristup na svoje nody

@ logovani TTY prikaz{, nulova tolerance ke zneuziti
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Jak pouzit RING

@ z4dnd hesla, pouziva se SSH kli¢
@ doporucuje se samostatny kli¢

Konfigurace OpenSSH .ssh/config

Host *.ring.nlnog.net

User cesnet

IdentityFile ~/.ssh/nlnogring
UserKnownHostsFile ~/.ssh/known_hosts ring

Synchronizace otiskd nodl

$ scp cesnet0l.ring.nlnog.net:\
> /etc/ssh/ssh _known hosts \
> ~/.ssh/known_hosts ring
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@ eliminace rizika s forwardovanim SSH agenta

@ spusti samostatného agenta a nahraje do négj
samostatny SSH kli¢ pro RING

@ nasledné spusti SSH s timto agentem

@ k dispozici na https://github.com/NLNOG/
nlnog-ring/blob/master/scripts/ring-ssh
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https://github.com/NLNOG/nlnog-ring/blob/master/scripts/ring-ssh
https://github.com/NLNOG/nlnog-ring/blob/master/scripts/ring-ssh

Hromadné nastroje

ring-all spusténi prikazu na vSech nodech

ring-ping ping ze vSech nodUl, agregovany vysledek

ring-trace traceroute ze vsech nodl, koncetrovany do
grafu (idealni pro tapety ©)

Priklad ring-ping
cesnet@cesnet0l:~$ ring-ping -6 nebezi.cz
45 servers: 67ms average
unreachable via: networkoperations0l
ssh connection failed: backbone02 cybercom@l
mknetzdienste0l nonattached0l )
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ring-trace
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RING SQA

@ dohledovy systém postaveny nad RINGem
@ nody se kazdych 30 sekund pingaji UDP zpravami
@ pri narlstu rozbitosti je vygenerovana notifikace

@ traceroute na Cerstveé rozbité nody usnadnuje
hledani obCasnych chyb

@ systém s minimem false positives
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Subject: cesnet0l.ring.nlnog.net: raising ipv6 alarm - 11 new nodes down
List-Id: ring-sqa <sga.ring.nlnog.net>

X-Mailer: ring-sqa

Regarding: cesnet®@l.ring.nlnog.net ipvé6

Message-Id: <20141206063543.E57FAEOBD8@cesnet0l.ring.nlnog.net>

Date: Sat, 6 Dec 2014 06:35:43 +0000 (UTC)

This is an automated alert from the distributed partial outage
monitoring system 'RING SQA'.

At 2014-12-06 06:35:43 UTC the following measurements were analysed

as indicating that there is a high probability your NLNOG RING node

cannot reach the entire internet. Possible causes could be an outage
in your upstream's or peer's network.

The following 11 nodes previously were reachable, but became unreachable
over the course of the last 3 minutes:

- hostway@l.ring.nlnog.net 2606:6a00::a:c  AS14280 CA
- lchost@l.ring.nlnog.net 2301:70:1:217:2::125 AS25098 GB
- sixdegrees@l.ring.nlnog.net 2202:298:81:1337::b33f AS6908 GB
- viatel@l.ring.nlnog.net 2a01:258:8:6:20c:29ff:fe95:1965 AS31122 IE
- iijol.ring.nlnog.net 2001:240:10c:5:0:69:696a:3031 AS2497 JP
- nautile0l.ring.nlnog.net 2404:e400:998:0:216:3eff:fe7e:a08f AS45345 NC
- softlayer05.ring.nlnog.net 2607:10d0:2002:6e::2 AS36351 us
- direcpath0l.ring.nlnog.net 2607:f1e8:f0f0:b:528a:1948:db90:ec59 AS31939 us
- flhsi@l.ring.nlnog.net 2606:2400:223:4::6 AS36295 us
- softlayer0l.ring.nlnog.net 2607:f0d0:1004:d3::2 AS36351 us
- inerail@l.ring.nlnog.net 2604:5980:1001:d::4 AS33031 us
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As a debug starting point 3 traceroutes were launched right after
detecting the event, they might assist in pinpointing what broke:

softlayer@l.ring.nlnog.net AS36351 (US)
mtr -10.5 -c5 -r -w -n 2607:70d0:1004:d3::2
1.]-- 2001:718:1:1f::1 0.5 6 1.1 1.7 0.8 5.6 1.9
-- 2001:798:1b:10aa: :19 0.6 5 7.1 8.0 7.1 9.0 0.9
3.|-- 2001:798:cc:3301:1b01::5 0.6% 5 7.0 7.1 7.0 7.2 0.1
4.|-- 2001:798:cc:1001:3301::1 0.6% 5 8.3 8.3 8.3 8.4 0.0
5.|-- 2001:7f8:30:0:2:1:0:6939 0.6% 5 14.3 11.0 8.6 14.3 2.6
6.-- 2001:470:0:284::2 0.5 5 8.7 12.3 8.7 19.1 4.3
7.|-- 2001:7f8:14::84:1 0.5 5 16.0 16.0 15.9 16.4 0.2
8.|-- 2607:0d0:2:2::do 0.6%5 5 21.4 21.6 21.4 21.9 0.2
9.|-- 2607:0d0:2:2::ce 20.0% 5 220.5 225.7 220.5 231.9 4.8
10.|-- 2607:70d0:2:2::42 20.0% 5 210.0 222.1 210.0 230.5 8.8
11.|-- 2607:70d0:2:2::19 60.0% 5 222.8 228.5 222.8 234.1 8.0
12.]-- 2607:70d0:2:2::6 60.0% 5 250.5 255.4 250.5 260.4 7.0
13.]-- 2607:70d0:2:2::51 40.8% 5 251.6 255.4 251.6 257.5 3.3
14.|-- 2607:70d0:1000:1::82  60.6% 5 258.6 258.9 258.6 259.1 0.3
15.]-- 2607:70d0:1004:d3::2  80.8% 5 257.1 257.1 257.1 257.1 0.0
lchost0l.ring.nlnog.net AS25098 (GB)
mtr -i0.5 -c5 -r -w -n 2a01:70:1:217:2::125
1.]-- 2001:718:1:1f::1 0.6 6 1.3 1.1 1.0 1.3 0.1
.|-- 2001:798:13:10aa::1 0.5 5 0.3 0.4 0.3 0.4 0.0
3.|-- 2001:798:cc:1301:1401::6  ©.05 5 6.8 6.9 6.8 6.9 0.0
4.|-- 2001:978:2:7::5:1 0.65 5 7.3 7.4 7.3 7.6 0.1
5.|-- 2001:550:0:1000::8275:3072 ©.05 5 7.6 7.7 7.5 7.8 0.1
6.|-- 2001:550:0:1000::9a36:2521 .05 5 14.3 14.3 14.3 14.3 0.0
7.]-- 2001:550:0:1000::9a36:276e 0.0% 5 21.9 21.8 21.7 22.0 0.1
8.|-- 2001:550:0:1000::9a36:2781 40.0% 5 22.0 22.0 22.0 22.0 0.0
9.|-- 2001:550:0:1000::8275:315a 60.0% 5 22.2 22.1 22.1 22.2 0.1
10.|-- 2001:550:0:1000::9a36:3c96 0.6% 5 21.5 21.5 21.5 21.5 0.0
11.]-- 2001:978:2:22::17:2 0.6%5 5 22.4 131.1 22.4 210.2 82.7 %ﬁw
12.]-- 2a01:70:1:103::1 0.6% 5 135.2 141.5 135.2 146.8 4.7
13.]-- 2a01:70:1:217:2::125 40.0% 5 138.0 141.1 138.0 142.9 2.0
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An alarm is raised under the following conditions: every 30 seconds
your node pings all other nodes. The amount of nodes that cannot be
reached is stored in a circular buffer, with each element representing

a minute of measurements.

1.2 above the median of the
outage is assumed. The ring

29
28
27
26
15
14
13
12
11
10

9

O NWRUION®

min
min
min
min

min
min
min
min
min
min
min
min
min
min
min
min
min
min
min
min

ago
ago
ago
ago

ago
ago
ago
ago
ago
ago
ago
ago
ago
ago
ago
ago
ago
ago
ago
ago

64
64
64
63

63
63
64
64
63
64
63
64
63
64
63
64
63
104
78
79

Kind regards,

NLNOG RING
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In the event that the last three minutes are

previous 27 measurement slots, a partial
buffer's output is as following:
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Zaver
Dékuji za pozornost

Ondrej Caletka
Ondrej.Caletka@cesnet.cz
http://0ndrej.Caletka.cz
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